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Using WINnSCP to Transfer Data with Florida SHOTS

Purpose:

This document contains instructions for downloading, installing and using WinSCP, a
free software download that enables the basic transfer of data to/from www.flshots.com.
These instructions may be adapted to work with other software if that software uses the

SFTP protocol.

Download instructions:

Go to http://winscp.net/eng/index.php. Click “Download” in the orange menu bar
to open the download page (See Figure 1.0).
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Figure 1.0 — WinSCP main page

Click “Installation Package” for the current version of WinSCP (See Figure 2.0).
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Figure 2.0 — Download page

e You will receive the following File Download warning asking you if you want to
run, save or cancel the download of this file (See Figure 3.0). Click “Save”.

File Download - Securty Warnin
Do you want to run or save this file?

@ Mame: winscp517setup.exe
Type: Application, 4. 79MB

From: superb-dca?.dl.sourceforge.net

Bun ][ Save ] E Cancel i

|--’““h While files from the Intemet can be useful, this file type can
@ potentially ham your computer. F you do not trust the source. do not
- run or save this softwane. What's the rzk?

Figure 3.0 — File Download
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File Download - Security Warning

Do you want to save this file. or find 3 program online to open
it?

MName: winscp517setup
Type: Unknown File Type, 4. 79MEB
From: cdn.winscp.net

Find ][ Save ]l Cancel I

harm your computer. f you do not trust the sounce, do not find a

|@ While files from the Intemet can be useful, some files can potertially
)
= program to open this file or save this file. What s the sk ?

Figure 3.1 — File Download w/ no file extension

Note: As of WinSCP version 5.17, the file extension may not be properly
recognized and instead of there being a “Run” option, you may see the “Find”
option instead (See Figure 3.1).

e Select the place within your computer where you want to save the setup file and
click “Save.” If the file name was missing the “.exe” extension at the end, edit the
file name before saving to add it (See Figure 4.0).

Organize » New folder B

¢ Favorites Date modified Type Size

Ml Desktop
& Downloads

Mo iterns match your search.

=
1= Recent Places

= Libraries
@ Documents

J’ Music
(& Pictures . . .
B w:teo; Click the appropriate drive/folder to save

the WInSCP setup file to your computer
system.

. Computer
5 ndrives (\\dohdbc01) (A:)
5 odrives (\\dohdbcll) (B:)
&, Windows (C:)

File pame: | Q== WE=T

Save as type: [AII Files

“ Hide Folders

Figure 4.0 — Save Application Location screen
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Install instructions:

e Open the WinSCP setup file from the location where it was saved. (See Figure
5.0).

NOTE: The “517” in the setup file name used in this training guide refers to the
version of this application. Your version number could be different.

ol
J File Edit View Favorites Tools Help l ]
] \J Back « \J v '? ’ / ) Search || _' Folders ’ v
JAgdress I\j El Go
| Name = I Sizel Type I Date Modified ] ;]
I Microsoft ActiveSync File Folder 6/3/2011 3:45 PM
o : [C)Microsoft Analysis Services File Folder 11/3/2011 3:39 PM
@ midsef;?;eiontents of () microsoft Frontpage File Folder 6/3/2011 3:40 PM
24 Add or remove \ngicrosoFt Office File Folder 11/3/2011 3:41 PM
programs [ Microsoft Visual Studio File Folder 6/3/2011 3:44 PM
- Search for files or iQMicrosoFt Warks File Folder 6{3/2011 3:44 PM
folders [C)Microsoft NET File Folder 6/3/2011 3:45 PM
() movie maker File Folder 6/3/2011 3:40 PM
= IL)msn gaming zone File Folder 6/3/2011 3:40 PM
File and Folder Tasks % (CIMSHML 4.0 File Folder 6(6/2011 8:57 AM
qn Rename this file [)netmeeting File Folder 6/3/2011 3:40 PM
3 Mave this file \g;*lNumara Software File Folder 10/27/2011 3:30 PM
= D Copy this file \QOnIine Services File Folder 6/3/2011 3:38 PM
3 |2 Outlook Express File Folder 9/21/2011 9:28 AM
%] m’gs“' this file to the [C)PDFCreator File Folder 8/18/2011 8:20 AM
< I |)Rational File Folder 5/29/2012 3:55 PM
(il ‘Eomall s s () Seagate Soft File Fold 6, :
gate Software ile Folder /10/2011 1:39 PM
XK Delete this file ()sigmatel File Folder 6/3{2011 11:35 AM
[ Trend Micro File Folder 10/21/2011 11:07 AM
OtherPlaces 2 _JUninstall Informat . .
webex Open the setup file from where you saved it to
g Local Disk {C:) ) wWindows Media
(5} My Documents () Windows Medi yO ur com p uter SySte m.
d My Computer I Windows NT
S windowsUpdate e rolder BTaTZ0IT Saa P
S My Network Places ) WinPcap File Folder 10/27/2011 5:01 PM
I [ xerox File Folder 6/3/2011 3:40 PM
Detaile v LI winscpS10setup 4,668 KB  Application 10/29/2012 1:02 PM -

Figure 5.0 — Beginning Install Screen

e Acknowledge open file security warning by clicking ‘Run’ (See Figure 6.0).

Do you want to run this file?

@ Name: ..sfer\DOCS\SFTP Installation\winscp517setup.exe
Publisher: Martin Prilryl
Type: Application
From: ‘\hsd00sdisease01\netfiles\IMM\FLSHOTS\data_t...

Bun ] [ Cancel J

| ~Z  While files from the Intemet can be useful, this file type can
.\ﬂ) potentially ham your computer. Only run software from publishers
= you trust. What's the risk?

Figure 6.0 — Warning



WinSCP Instructions
Last Updated 10/29/13

e “Select” the language you wish to use when installing the application to your
computer system. It will default to English (See Figure 7.0).

Select Setup Langﬂgl ﬁ

Select the language to use during the
installation:

|Enaiish

Figure 7.0 — Language Selection Pop-Up
e Click “OK”. The WIinSCP Setup Wizard screen displays (See Figure 8.0).

5 oo v D -

Welcome to the WinSCP Setup
Wizard

This will install WinSCP 5.1.7 on your computer.,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Figure 8.0 — WinSCP Setup Wizard

e Click “Next” to continue. The ‘License Agreement screen displays (See Figure
9.0).
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License Agreement

Please read the following important information before continuing.

Please read the follawing License Agreement. You must accept the terms of this
agreement before continuing with the installation.

|i'|"uu can also review this licence and further details online at:
http: / fwinscp. netifeng /docs license

[ »

A, GMU General Public License
B. Privacy Policy

. Licenses and Distribution Terms of WinSCP Installation Package

A, GNU GEMERAL PUBLT

Version 3, ziyﬁ Accept the User Agreement.

(7)1 accept the agreement

@) I do not accept the agreement

Figure 9.0 — Accepting the License Agreement -

Select ‘I accept the agreement’, and click “Next”. The Setup type screen displays
(See Figure 10.0).

'I'n‘ Setup - WinSCP [ "

Setup type
What type of setup do you want?

(@ Typical installation {recommended):

- installs to default destination
- installs all components, but no translations
- enables most typical features

() Custom installation

- allows full selection of destination, components and features

\ Click Custom installation

[ < Back “ Mext = ][ Cancel

Figure 10.0 — Selecting Your Install Type
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Select “Custom Installation” and click “Next”. The Select Destination Location
screen displays (See Figure 11.0).

Select Destination Location
Where should WinSCP be installed?

J Setup will install WinSCP into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files\WinSCP Browse...

At least 10,7 MB of free disk space is required.

[ < Back l[ Mext > J[ Cancel ]

Figure 11.0 — Selecting Your Application File Location

Click “Next” to accept the default folder location (or select a different location
and then click “Next”). The ‘Select Components’ screen displays (See Figure
12.0).

NOTE: On the select components screen, the WinSCP application and the setup
language you specified earlier are checked for you. The following options will
also be checked, but are not required.

o Drag & Drop shell extension (allows direct downloads, may require
restart)

o Pageant (SSH authentication agent)

o PuTTYgen (key generator)
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Which compenents should be installed?
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Select the components you want to install; dear the components you do not want to

install. Click Mext when you are ready to continue.

{NSCP application

9,1 MB}

Pageant (S5H authentication agent)
PUTTYgen (key generator)
[ Translations

' English

[ Traditional Chine:

Drag & drop shell extension {allows direct downloads, may require restart)

0.8 MB
0.9 MB

0.5 ME

-

[ simplified Chines

Current selection requireg]

and disabled from changes.

. Bl Crech Select appropriate additional components, if any.
[ German WinSCP application and specified language
translations are required so they are defaulted

l < Back ][ Mext = ][ Cancel

' Figure 12.0 — Selecting Your WinSCP application components

Click “Next” to continue. The ‘Select Start Menu Folder’ screen displays (See

figure 13.0).

Select start Menu Folder
Where should Setup place the program's shortouts?

i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

[ Don't create & Start Menu folder

[ < Back ][ Mext = ][ Cancel

Figure 13.0 — Creating the Start menu folder

Click “Next” to accept the default start menu folder. The ‘Select Additional

Tasks’ screen displays (See Figure 14.0).
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Florida SHOTS recommends creating a
Select Additional Tasks | - dJesktop icon that provides easy access to
Which additional tasks shoul
the software.

Select the additional tasks you would like Setup to perfafm while installing WinsCP,
then dick Next.

Enable automatic check for application ypfates (recommended);
Enable collecting anonymaous
Create a desktop icon

= - () For the current u

@) For all users
Add upload shortcut to Explorer's 'Send to' context menu
Register to handle sftp:// and scp:/f addresses
[7] Add installation directory to search path (2EPATHYE)

[ < Back ][ Mext = J[ Cancel l
ﬂ Figure 14.0 — Selecting Additional WinSCP Install Tasks

NOTE: On additional tasks, select any optional steps you wish the program to
take during the install. At a minimum, Florida SHOTS recommends you select the
desktop icon.

Click “Next” to continue. The Initial user settings screen displays (See Figure
15.0).

Florida SHOTS recommends the ‘Commander

Initial user settings Interface’
Please, select your preferred ‘

Iser interface style

- two panels (Jeft for local directory, right for remote directory)

- keyboard shortcuts like in Norton Commander {and other similar programs as
Total Commander, Midnight Commander. ..}

-drag & drop to/from both panels

() Explorer interface

- only remote directory
- keyboard shortcuts like in Windows Explorer
-drag & drop

Additional options
Show advanced login options

Figure 15.0 — Selecting your WinSCP User Interface
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Select the user interface that best suits your needs. Florida SHOTS highly
recommends using the “Commander” interface (remaining instructions use it).

Click “Next” to continue

NOTE: WIinSCP will recommend Google Chrome as the application’s preferred
browser and will automatically set you up to install it and make this your default
browser. Florida SHOTS only works using Internet Explorer. Please DO
NOT download Google Chrome as part of this application installation (See
Figure 16.0).

e worr i

WinSCP recommends Google Chrome, "
) a faster way to browse the web C
- Faster access ko your Favorite sites Remove the ChECkbOX fOF
- Google Search built into the addressbd  downloadi ng GOOQ le Chrome

- Stable and Secure

¥

——

New Tab

c a

[AInclude Google Chrome, along with WinSCP:

[ | Make Gooale Chrome my default browser

By installing this application, you agree to the Google Chrome Terms of use and Privacy Policy

Help I < Back I Mext = I Cancel |

Figure 16.0 — Removing WinSCP Google Chrome download

Uncheck the “Include Google Chrome, along with WinSCP”” box and click
“Next”. The ‘Ready to Install”’ screen displays (See Figure 17.0).

Review your install screen which includes the following:
o Computer location for the WinSCP application
o Type of setup you are completing
o Components you selected for the install.

NOTE: Go back if there are issues with the information on this screen

10
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[ ™

Ready to Install
Setup is now ready to begin installing WinSCP on your computer.

Click Install to continue with the installation, or dick Back if you want to review ar
change any settings.

Destination location:
C:\Program Files\WinSCP

Setup type:
Custom installation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageant (55H authentication agent)
PuTTYgen (key generator)
Translations
English

Figure 17.0 — Install Instructions for Review
Click “Install” to begin the install.
Uncheck the boxes on the completion page and click “Finish” (See Figure 18.0).

' = b |
5o wsr S ===~

Completing the WinSCP Setup
Wizard

Setup has finished installing WinSCP on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup,

N

Open Getting

Please consider donating to support Win5CP development.

Donate £9

Donate $19 PayPal
Donate £29 =
Donate €49 [ ] a !sa gl

About donations

Figure 18.0 — Completing the wizard

11
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Using WinSCP:

Upon running the program for the first time, you will see the login screen with the
session page active (Figure 19.0)

-
A, WinSCP Login [EE=—=)
Session Session
- Stored sessions o
Environmert
i Directories [SH—P ']
55H
Preferences Host name: Fort number:
222
User name: Password:
Private key file:
[] Advanced options
’ About. .. ] ’ Languages ] Login ’ Save... I"] ’ Close

Figure 19.0 — Entering a new session

The screen displays the following fields:

e File protocol (Accept the default of SFTP with SCP fallback)
e Host name = ww7.doh.state.fl.us
e Port number = 22 (default)

NOTE: Contact your IT department if your computer or network/firewall doesn’t
allow you to upload your data file using port 22. Contact Florida SHOTS if your IT

group can’t assist you in using this port.

e User name and password given to you by DOH
e Private Key File — Leave blank

12
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NOTE: You may save this session information now or click “Login” and you can
save later. Once you save your session information, you will not need to retype this
information each time you use the program.

e The first time that you attempt to login, the following message will appear.
Please click “Yes”. You will be moving your files to the DOH server using the
specific Host Name, User Name and password provided to you.

': The zerver's host key was not found in the cache, You have no guarantee that the server is the computer wou think it iz,
L

The zerver's rza2 key fingerprint is:
zzherza 1024 3b:5bcber a5 7b:f0a 3761 3e2 407 3 d3 14 27

IF o brust thiz host, prezs ez, To connect without adding host key to the cache, prezs Mo, To abandon the connection prezs Cancel,

Continue connecting and add host key to the cache?

Mo | Cancel | Copy Key | Help

Figure 20.0 — Host Key Warning

After successfully logging in, the directory trees for saving files you will upload to
Florida SHOTS appear. The left side is your local directory where you would keep the
Florida SHOTS files on your computer system. The right side is the remote directory
where you will place your files for uploading to Florida SHOTS (Figure 21.0).

Toolbars shown may differ from your installation. Toolbars are found under ‘Options’ >
‘Toolbars’.

13
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oy I - aetnagww? .doh.state.fl.us - WinSCP

Local Mark Files Commands Sesfi0h Options Remote Help

8 g DEe @R BTwCH Default ML SR =R A=
BETALTIA] . OO STate US| 4

[y documents ~@E e - 2] Em (i <root G e - = - (3 R F e

MName Ext = Size  Tyde Changed Akkr Mame = Ext Size  Changed Rights Owner
®.. Pardnt di... 10112012 9:2.., ¢ = 3(19/2009 3:36:39PM rwrws— root
|3 AdobestockPhatos File folder  1/5/2009 3:36:... )dev 2{1§2005 9:25:12 AM A AS--- rook
[C)BlueZone File Rplder  1/5f2009 3:36:... Dhete / Si26/2005 5:46:20 PM PRS- rook
) Downloads File Fplder  7/10/2012 11:5... [Sinbax 10/24/2012 7:14:06 AM PRS- roak
[ Histary File Flder  1/5/2009 3:36:... Slib 5l26{2005 5:46:20 PM PEPS--- roak
My Data Sources File Fqder  1f5/2009 3:37:... s ) outhi 10/23j2012 3:16:04 PM PRS- rook
)My eBooks File Ffder  1/5/2009 3:37:... Susr S{26/2005 5:46:20 PM A AS--- rook
(M Mestings File Folder  1/5/2009 3:37:...
éMy Music File Folger  10f11f2012 :2... r
ﬂMy Fictures Filz Folfer  10§11/2012 9:2.., r
uﬂMy Shapes R
ety videos Directory tree
| RUPEBLIler
Cupdaters controls (x2)
@Versinn Cue
|5 Visual Studin 2008 Filz Folder  5f20f2009 2:09..,
|5 WebEx File Folder  1/5/2009 3:36:...

.3] Thumbs.db 12,2888 DataBas... 5f13/2010 11:3... ash

}desktop.ini FI9B  Configur... 10j11/2012 @:2... ash

'@Default.rdp 20026 FRemote... 10/31/2012 1:2... ah
OB of 14,369 B in 0 of 19 OBof0Bin0af&

& B B3 B 5 F7 Create Directory i p ML FLO Quit

5 sr3 & L0317

Figure 21.0 — Main File Directory screen

Above each directory tree is a control bar (Figure 21.0). From left to right as shown here

(menus are customizable so could differ from these instructions), the functions are:
e directory navigator,

open directory or saved bookmark,

filter,

back,

forward,

up one level,

up to root level,

home,

refresh,

hide/show directory tree.

Files going to Florida SHOTS should be placed in your “outbox” and files coming from
Florida SHOTS will appear in your “inbox”.

NOTE: Once the data transfer process picks up your file(s), they will be deleted
from your outbox. The transfer process is automatic and occurs twice an hour,
2417,

If you have additional questions regarding the use of WinSCP to transfer data files to
Florida SHOTS please contact us at -Florida SHOTS! 1-877-888-SHOT (7468).
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